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Core Online Services Subprocessor List

This list identifies the subprocessors authorized to access customer data (including
personal data contained therein) in 21Vianet's Core Online Services, as defined in the
Online Services Terms. Any such subprocessors will be permitted to process Customer
Data only to deliver the services 21Vianet has retained them to provide, and they are
prohibited from using Customer Data for any other purpose. These subprocessors
(including their subsidiaries) may provide services to one or more of the Core Online
Services. The list below does not apply to Previews or other services not yet in general
release.

Subprocessor Location | Function(s) Performed
Customer and Technical Support
Operations and Service Maintenance

Microsoft(China) Co., Ltd. China

INFORMATION AND DESCRIPTIONS
o Operations and Service Maintenance: These subcontractors assist with incident
response, service operations, and troubleshooting problems.

o Customer and Technical Support: Assist in providing technical support to
customers.

NOTICE AND DISCLAIMER This document is subject to change at any time. Last updated
on October 8, 2018.

FAQ
In what circumstances can subprocessors access Customer

Data, and how do they use it?

21Vianet may hire other subcontractors to provide limited services on its behalf (as
listed in the above Subprocessor List). Where the subcontractors require access to
Customer Data (including Personal Data contained therein) to perform work that
may, they are considered a subprocessor.

Subprocessors may only access and process Customer Data for the purpose of
providing the services that 21Vianet retained them to provide. They are prohibited
from using Customer Data for any other purpose, and they are required to maintain
the confidentiality of your information. All subprocessors must follow our privacy
standards or privacy standards equivalent to our own. Subprocessors are also



required to meet EU General Data Protection Regulation requirements, including
those related to employing appropriate technical and organizational measures to
protect personal data.

Where is my Customer Data stored when subprocessor is

processing my Customer Data?

Customer Data will be stored only in data centers located in mainland China. Only
for the purpose of providing the limited services as set forth in the above list,
21Vianet may authorize subprocessors to access Customer Data. We carefully
monitor such access and terminate the access when the issue is resolved.
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